EMPLOYEE Personnel records and access to information FOR SCHOOL STAFF
Introduction

The purpose of this document is to give guidance in line with the Data Protection Act 1988 to head teachers and governing bodies on the main factors to be considered in establishing and maintaining personnel record systems.  It also it seeks to provide advice on the action required to give individual employees access to personal files and data.

Personnel Records

A school needs to keep records on all of its employees on an individual basis throughout their employment from recruitment through to termination.  The types of records held in schools are:-
· School-based manual file containing job description, application form, contract, medical clearance, salary changes, job title changes, CRB/List 99 clearance, absence details (including maternity , paternity, adoption, sickness, compassionate, leave of absence, secondments), qualifications OHU referrals, disciplinary warnings, performance management and copy employment references.

· Index cards and absence records

· Computer records with school input arrangements
· Investigation, recruitment and selection notes and casework files.

Schools must retain a single central record of recruitment and vetting checks for all employees, as well as volunteers and governors as appropriate.
In addition, personnel information is also retained centrally by the Employee Services centre. The personnel information held centrally includes:-
· Personal manual file – similar to school-based records, countywide service and pension service details.

· HR personnel and pay computerised records. 
Personnel Records Security

The Data Protection Act 1988 requires employers to protect ‘personal data’ and gives people the right to make sure their information is being stored and handled properly. Schools must be able to protect information against unauthorised use, damage, loss and theft.
All manual personal details should be kept in a secure environment i.e. a locked cabinet with limited access to authorised personnel.  Computerised records must be protected with limited password access.
Consideration of data security should be given when disposing of computer and other data storage systems.

Retention of Personnel Records

Whilst there is no legal requirement to keep personnel records, it is recommended that the records of people who work with children are kept by the school for 25 years after termination.

Employment Tribunals/Recruitment Appeals
Records, such as those relating to recruitment, discipline and grievance, or other documentation relating to an individual’s performance, capability or conduct, may be needed as evidence to be able to defend an employment tribunal (ET) claim.  The time limit for the majority of claims is three months (e.g. unfair dismissal claims), however for some claims it is longer (e.g. equal pay claims – six months and personal injury claims – 3 years). 
Application forms and recruitment notes of unsuccessful candidates should be kept for twelve months 
Access to personal files

Under the Data Protection Act 1988 all employees have right of access to their personal files and data in whatever form they take.  This policy is seen as encouraging openness between employer and employee, and ensures that any information held by the employer is accurate. For further advice contact the County Council’s Information Manager on telephone number 0115 977 4877
Arrangements for access to manual personnel files

Files held in schools

An employee wishing to examine their school file should put their request in writing to the head teacher who should be able to provide access to the file within ten working days. If the employee is a member of a recognised trade union, the request may be made via a trade union representative.
Files held at the Employee Services Centre 
Employees wishing to examine their centrally held file should submit a written request to the CYPS HR Team, or if they are a member of a trade union, the request may be made through a representative of their trade union, who in turn will notify the local authority of the request.
The local authority should normally be able to provide access to personal files within 25 days of receiving a request.  The file may then be examined in the presence of a senior HR officer.  Employees are entitled to be accompanied by a representative of their trade union or person of their own choosing.

Where there is a dispute regarding the factual accuracy of a manual or computerised file the employee shall be allowed to append a statement to the original document stating what they believe to be the correct interpretation.

Documents held on personal files

References

Employees have the right of access to any written references supplied by the County Council and a copy of the reference should be given to the employee at the same time as it is sent to the prospective employer.  For further guidance on references please see Wired / HR Guidance (Schools) Community / Recruitment and Selection of School Staff – Appendix 7 
Incoming references from outside the County Council will be open for inspection unless the referees indicate that they are being given on a confidential basis.  If an employee is changing jobs within the County Council i.e. moving from one LA community school to another, the references from the originating school or department will be open to inspection.
Medical Reports
The 1988 Access to Medical Records Act gives individuals the right to check the accuracy of the medical records prepared by a medical practitioner who is, or has been, responsible for the clinical care of the individual.  The following rights must be observed:

i) The individual has the right to seek a copy of any medical reports before they are provided to Nottinghamshire County Council’s Occupational Health Physician.  The medical report must be obtained from the Medical Practitioner who is obliged to keep a copy for at least six months after the date it was supplied.

ii) Where Nottinghamshire’s Occupational Health Physician provides medical advice about an employee, then the employee will be advised of their rights to see the report by the Occupational Health Physician.  

iii) Any medical information disclosed to an employee by their employer, will only be with the consent of the doctor concerned. 
Further guidance can be found on Wired / HR Guidance (Schools) Community / Managing Attendance

HR Casework Documents

All reference to matters of discipline, conduct and capability, grievance, harassment, reductions in staffing and managing attendance shall be open to the employee.
Exceptions

Legal Advice

Employees do not have right of access to documents which attract legal privilege e.g. legal advice provided by Legal Services. 

Where such documents are removed from a file prior to inspection, a note will be placed on the file recording its existence.

Information which relates to a third party

Information which relates to a third party must be edited so that any third parties are unidentifiable. e.g. a letter to the ESC regarding the pay of a number of employees.
Computerised Records

Any employee whose personal data is held on a computer is entitled to

· See a copy of the information

· Demand that incorrect data be changed.

All employees of the County Council are entitled to see a copy of the personal data held about them.  Should an individual wish to see this information, they should make a subject access request to the head teacher.  

In consultation with the trade unions, the County Council has decided to assist employees who wish to make a subject access request by waiving the normal fee, providing special request forms and giving all reasonable help in making the request.  Head teachers and governing bodies are advised to adopt a similar practice for school based systems.

Failure to comply with the Data Protection Act renders a data user liable to prosecution.  In the case of an organisation like the County Council, an employee as well as the organisation may be liable to prosecution.

Disclosure of personal information to third parties

Information provided by an employee as part of their employment should not be disclosed to third parties without their written permission. 

The exceptions to this are where disclosure has been ordered by the courts or the information has been requested as part of an official enquiry from organisations such as the police, the Child Support Agency, Child Protection, HM Revenue and Customs and the Department for Work and Pensions.
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